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AHHOTanMsl. ATaKy B CETH CETO/HS BCTPEYAIOTCA TaK 4acTo, YTO JIF0OOH MOIb30BaTEb UMEET MIPEACTABICHUE O
HUX. BuoB aTak MHOXECTBO, LIENBIO MX SIBJSIETCS Kpaxka KakoH-mu0o mHpopmanmu. Kaxapli moss3oBartens
JIOJDKEH BIIAJIETh PYKOBOJICTBOM IO MaKCHMAaNbHOM 3alllUTe CBOEr0 MEPCOHAIBHOTO KOMIBIOTEpa, KOTOPBIH
TIOJIKJIIOYEH K CETH, M JINYHBIX JJAHHBIX, KOTOPbIe HAXOAATCS Ha NEpCOHAIBHOM KoMIbloTepe. MHpopMalmoHHbIe
TEXHOJIOTHH TUIOTHO BOILIM B JKM3Hb KQ)XKIOTO YeJIOBEeKa, TAKXKE B JII0OOH MPOU3BOJICTBEHHBIH nponiecc. Hu oxnH
BUJI ICSITEILHOCTH He 00X0uTCs 0e3 M(POBBIX MHHOBAIIMOHHBIX TEXHOJIOTHH, OCHOBAHHBIX Ha NCKYCCTBEHHOM
unTewiekre. HepasgennMoil 4acThio KOMIBIOTEpA SIBIIsIETCS CceTh MIHTepHeT, uepe3 KOTOPYIO U OCYIIECTBISIETCS
aTaka Ha JaHHBIC TTOJb30BATEIs. B MaHHON cTaThe pacCMOTPUM BHUIIBI CETEBBIX aTakK, METOIBI OOPHOBI C HAMHU.
PaccmMoTpum MeToxbl, kKak oOe3omacuTh ceOsS M CBOM JAAHHBIE B CETH NpH monb3oBaHuu MuHrepHeroMm. Ha
CETOJHAIIHUKM JIeHb MMEETCSI MHOXKECTBO IPOTPaMM, KOTOPBIE OTHOCSTCS K BHPYCHBIM, M YYacTHHK CETH,
MOJB3YACh €10, HE IMOAO3PEBACT, YTO €ro JIMYHbIE JAaHHBIC, €r0 CTPaHWIa W MPUBSI3aHHBIE K HEW 3HaKOMBIE
MOJIb30BATENN MOTYT TOCTpajaTh OT KuOepaTakw. PaccMOTpuM pasinuHbIe BHIBI MPOTPAMM, Y€pe3 KOTOPBIC
MOTYT OCYIIECTBIIATHCS aTakKu B CETH, IIPUBEIEM METOBI UX 00X01a 1 OOPHObI ¢ HUMH.

Kawuesrble ciioBa: nHdopMaIioHHas 0€30MacHOCTh, aTAKU B CETH, BUPYCHBIC MPOTPaMMBbI, Kpaka TaHHBIX, CETh
WnrepHer.
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Abstract. Attacks on the network are so common today that any user has an idea about them. There are many
types of attacks, their purpose is to steal any information. Each user must have a manual for maximum protection
of his personal computer, which is connected to the network, and to the personal data that is on the personal
computer. Information technologies have become firmly embedded in the life of every person, as well as in any
production process. No activity is complete without innovative digital technologies based on artificial intelligence.
An inseparable part of the computer is the Internet, through which the attack on user data is carried out. In this
article we will consider the types of network attacks, methods of combating them. Consider the methods of how
to protect yourself and your data on the network when using the Internet. To date, there are many programs that
are viral, and a network participant, using it, does not suspect that his personal data, his page and familiar users
associated with it may suffer from a cyber-attack. Let's look at various types of programs through which attacks
can be carried out on the network, we will give methods for bypassing them and combating them.
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1. BBenenue

CoBpemeHHOE OOIIECTBO U JHOOOH BHUA JEATEIBHOCTH HE MOTYT 00o0iTHCH 0e3
UCIIOJIb30BaHUsl MHPOPMAIIMOHHBIX TEXHOJOTUH, KOTOphle paboTaloT 4yepe3 ceTb HTepHeT.
Yem OoJibIiie BHEIPEHUM B OTPACIIH JESTEIBHOCTH, TEM OO0JIbILIE CETEBBIX aTaK MOXKET OBITh.

JIro60i1 mosb30BaTeNnh TOKEH 001a1aTh HH(POPMAIIMEH O CETEBbIX aTakax, UX BUIAX U
MeTofax. Jlims TpPOTUBONEHCTBHS WM HEOOXOAMMO BIANETh HH(OpPMAIHEH, KOTopas

00e30macuT moJib30BaTels ceTu. PaccMOTpuM TaHHBIC BOMIPOCH! B cTaThe [1].
2. MaTtepuaJjibl M1 METOAbI

CereBast aTaka — J€MCTBUE, OCYLIECTBIsieMOoe B ceTu WHTepHeT, uMmeroliee Lelb —
Kpax<y JIaHHbBIX MOJb30BATEIIS.

PaccMoTpuM BubI CETEBBIX aTaK U MPEATIOKUM IIYTH UX PEIICHUS.

[lepBbiM BujOoM aTaku B ceTd VHTEpHET MOKET OBITh MOCHUT OFPOMHOTO KOJMYECTBA
MACEM Ha JIEKTPOHHBIN OYTOBBIN UMK C MOMOLIBIO CIIEHUAIBHBIX ITporpaMm. Llensro Takon
aTaku SBISETCS OJOKMPOBKA MOYTOBOTO SITUKA MOTyYaTeNsl.

CrniocoGamu 3aIIMTHI OT TAKOW aTaKU B CETH SIBIISIIOTCS CIEAYIOUINE PEKOMEH AN

1. 3ampenieHo BBOJAMUTH apec JIEKTPOHHOM MOYTHI B HENTPOBEPEHHBIE HCTOUYHHUKH.
2. llenecooOpa3HO UMETh HECKOIBKO MOYTOBBIX SIIUKOB, TPEIHA3HAUYCHHBIX JUISI IMYHOTO

MOJIL30BaHUs U AJis pabouero mporiecca [2].

JlpyruM BUJOM CETEBBIX aTak SIBISETCA aTaka C MOMOIIBI0O BUPYCHBIX IMPOrPaMM.
Jlrobas pabouasi cTaHLUs ysI3BUMa Ui BUPYCOB. DTO BPEIOHOCHBIE MPOTpaMMbl, KOTOPHIE
BHEJIPSIOTCSI B IIEPCOHATBHBIC KOMIIBIOTEPHI U METIAIOT UX MPABUIBHOMY (DYHKIIMOHHPOBAHUIO
WJIH CTIOCOOCTBYIOT Kpaske HHPOPMAITNH ¢ TeXHUKH. OmacHee BCero TO, YTO C MOMOIIBI0 TAKUX
BHUPYCHBIX MPOTrpaMM MOKHO COBEPUIMTH Kpaky Mapojieil OT COIUANbHBIX CeTel U JIMYHBIX
KaOMHETOB, 3apErUCTPUPOBAHHBIX M COXPAHEHHBIX B IEPCOHATILHOM KOMITBIOTEPE.

[Ipu Takux ceTeBbIX aTakax HEOOXOIUMO PUMEHSTH CIEAYIONMNE CITOCOOBI OOPHOBI:

1. Hcnonb3oBaHHWE AaHTUBUPYCHBIX MPOTpaMM, KOTOpPbIE MOTYT BBIYHUCIUTH BHPYC M

JUKBUIUPOBATH €TO.

2. Hcnonb3oBanue mudpoBaHus MHPOPMALIUH U TAHHBIX.
3. Hcnosnb3oBaHWE [BOMHON 3alllMTHl MApOJICH: MOYTH BO BCEX MNPWIOKECHUSX, TE

TpeOyeTcss BBOJA JIOTHHA M TAapojis, €CTh JABOWHAS 3alluTa, KOTOpas JCUCTBYET

CIEeIYIOIIMM 00pa3oM — IIPH BBOJIE MAPOJIS JJIsl BXOJ]a Ha MOOUITBHBIN TenedoH, HoMep

KOTOPOTO TpHBSI3aH K CTpPaHMIEC, NPUXOJUT COOOIIEHHE C KOJOM, KOTOPBIH
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HEO0OXOUMO BHECTH sl Bxonaa. Ecim monp3oBaTeNb HE COBEpIIANl BXOJ HA CBOIO

CTpaHI/II_Iy, HO HO.Hy‘-II/I.H KOJ, OH HE€ HJOJDKCH C€Io HI/IKOMy COOGI_I_IaTB, U JOJI2KCH

HEMEJICHHO CMEHUTh MapoJib U JIOTUH CTPaHUILIbI [3].

Eme omHuM BHUIOM ceTeBBIX aTak, HauboJiee PacIpPOCTPAHCHHBIX HA CETOIHSIITHHUMA
JACHb, ABJIACTCA (bI/II_HI/IHF-aTaKI/I. HGHBIO TAKHUX aTaK ABJISICTCA O6MaH HOHBBOB&TGHGI\/’I CCTU U
Kpa>1<a nux HepCOHa.HBHBIX JAaHHBIX. 3TOT CHOC06 Hpe;[Ha3Haqu JUIA HpeCTyHHOFO
ucrnonb3oBanus. KauecTBo mmuHo# nHOpMaIuu, moJrydeHHOW MPEeCTYyITHUKAMHU B PE3yJIbTaTe
HanaJeHus, IMEET 3HaYEHHE caMo I10 ceoe.

Crnocob6amu 60pbOBI ¢ TAKOH aTaKo SBISIOTCS:

I. [Tonp30BaHME MPOBEPEHHBIMU PECYPCAMHU.
2. [IpoBepka cTpaHull C MOMOIIbIO aHTUBUPYCHOM TPOTPAMMBI.
3. Perymsipaoe 0OHOBIIEHHE aHTUBUPYCHBIX ITporpamm [4].

JlpyruM BUJOM CETEBBIX aTakK SIBJIIETCS aTakKu Ha Pecypchbl aAMUHUCTPATOPOB, HA
Kakue-JIM0O CoIMalbHbe CeTH U MHBIe pecypchl. Ha3piBaercst Takas araka PHP-unbexims.
Crioco0 aTtaky 3aKII0YaeTCs BO B3JIOME CAMTOB, BHEAPEHHUE B KOJI CaliTa 3JI0TO CIIEHAPHSI.

[TonBeprarbcsi TakuM aTakaM MOTYT TOJIBKO aIMHUHHCTPATOPbl COIMAJIBHBIX CETEH.
UTo0B! TUKBUANPOBATH TAKYIO aTaKy, HEOOXOAMMO:

1. TmarenbHO MPOBEPSTH KOJ CTPAHUIIbI, KOTOPOW BJIaJ€eT aJMUHUCTPATOpP Ha
HaJIM4Me B KOJE€ TOCTOPOHHUX CUMBOJIOB;

2. [IpoBepATh KOJ HAa HATMYKE TOJIBKO OMYCTUMBIX 3HAYEHUW U CUMBOJIOB.
3. Pe3yabTaTshl U 00CyXKAeHUE

Tak xak CCTOJIHA CCTCBBIC ATaKHW MPOUCXOOAT Kaﬁ(ﬂblﬁ JCHb, HGOGXOI[I/IMO IIOBBIIIIATH
ypoBeHb 0€30MacHOCTH B ceTu. /s 3TOro KakIbpld IMOJIb30BAaTEIbh JOJDKEH IOMHHUTH
clenyromue 001ue npaBuia;

1. Heo6xoaumo mpoBepsTh TUIl BBOJUMBIX JTaHHBIX;

2. Tlpu BXoze Ha CANTHI MJIU MPH MOJB30BAHUH MPHIOKEHUEM HEOOXOIUMO MPOBEPUTH
€ro Ha HaJIM4YUe BUPYCHBIX IIPOrpaMM;

3. BBoauUTbH B C€TH MUHMMYM JINYHBIX TaHHBIX, KOTOPbIE SIBJISIFOTCS CEKPETHBIMU;

4. VYcraHaBIMBaTh CJIOXHBIE TAPOJIM HA CTPAHUIIBI,

5. XpaHUTh B CE€TH MUHUMYM HH(OPMAIIUH, KOTOpast HE TOJKHA OBITh YKpajeHa [5].
4. 3aki04eHue

Takum 00pa3om, OBUTH pacCMOTPEHBI OCHOBHBIC CETEBBIC aTaKh M CITOCOOBI OOPHOBI €
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HuMH. JlaHHas oO0yacTh sABIsETCS Hamboyiee pPa3BHBAIOLICHCS, TaK KaK HAET MOCTOSHHOE
COIIEPHUYECTBO MEXJY 3JO0yMBIIUICHHUKAMH W OpraHu3alysMy, 00ecreunBaIouMu

0€30I1aCHOCTH TaHHBIX.
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